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WHAT IS CLAIMED IS: 




1. A method for detecting corruption associated with 
a stack in a storage device, the method comprising the steps 
Of: 

inserting a c/uantity of information adjacent to the 
stack in the storage / device, the quantity of information 
having an initial state; and 

inspecting/ the quantity of information so as to 
identify any deviation from the initial state and thereby 
detect corruption associated with the stack in the storage 
device . 



1 2. The method as defined in claim 1, wherein the 

2 initial state of tlfe quantity of information represents a bit 

3 pattern. 



1 3 . The me 

2 initial state of 

3 processor readabl 



hod as defined in claim 1 , 'wherein the 
the quantity of information represents a 
e address. 
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1 4. The method ad defined in claim l, wherein the 

2 initial state of the quantity of information represents a 

3 processor readable instruction. 

1 5. The method as defined in claim 1, further 

2 comprising the step /of: 

3 adding data to the stack after inserting the 

4 quantity of information adjacent to the stack in the storage 

5 device. 
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6. The metpod as defined in claim 5, wherein the data 
is added during a push operation, further comprising the step 
of: 

recording the push operation after identifying any 
deviation from /the initial state, 



7. The 
comprising the 



method as defined in claim 1, further 
j step of : 

removing data from the stack after inserting the 
quantity of information adjacent to the stack in the storage 
device . 
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1 8. The method as/ defined in claim 7, wherein the data 

2 is removed during a nop operation, further comprising the 

3 step of : 

4 recording tfhe pop operation after identifying any 

5 deviation from the j/nitial state. 

1 9. The metnod as defined in claim 1, further 

2 comprising the step? of: 

3 restoring the quantity of information to the 

4 initial state after identifying any deviation from the 

5 initial state, 



i -Si 



1 10. The mejbhod as defined in claim 1, wherein the step 

2 - of inserting tHe quantity of information adjacent to the 

3 stack in the storage device includes: 

4 inserting a first quantity of information adjacent 

5 to a top of thel stack in the storage device; and 

6 inserting a second quantity of information adjacent 

7 to a bottom of /the stack in the storage device. 
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yk^ A system for detecting corruption associated with 
a stack in a storage device, the system comprising: 
a processor; and 
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4 a storage meaium for storing instructions that are 

5 readable by the processor and thereby cause the processor to 

6 operate so as to: / 

7 insert/ a quantity of information adjacent to 

8 the stack in the storage device, the quantity of information 

9 having an initial suate; and 

10 inspect the quantity of information so as to 

11 identify any deviation from the initial state and thereby 

12 detect corruption Associated with the stack in the storage 

13 device. / 

1 12. The system as defined in claim 11, wherein the 

2 initial state of the quantity of information represents a bit 

3 pattern. / 

1 13. The system as defined in claim 11, wherein the 

2 initial state bf the quantity of information represents a 

3 processor readable address. 

1 14. The/ system as defined in claim 11, wherein the 

2 initial state of the quantity of information represents a 

3 processor readable instruction. 
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1 15. The system as /defined in claim 11, further causing 

2 the processor to operane so as to: 

3 add data to the stack after inserting the quantity 

4 of information adjacent to the stack in the storage device. 

1 16. The system/ as defined in claim 15, wherein the data 

2 is added during a push operation, further causing the 

3 processor to operajce so as to: 

4 record jthe push operation after identifying any 

5 deviation from thje initial state. 

1 17. The system as defined in claim 11, further causing 

2 the processor ta> operate so as to: 

3 removife data from the stack after inserting the 

4 quantity of information adjacent to the stack in the storage 

5 device . 



1 18. The System as defined in claim 17, wherein the data 

2 is removed during a pop operation, further causing the 

3 processor to operate so as to: 

4 record the pop operation after identifying any 

5 deviation frqb the initial state. 
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1 19. The system as/ defined in claim 11, further causing 

2 the processor to operate so as to: 

3 restore the quantity of information to the initial 

4 state after identifying any deviation from the initial state. 

1 20. The system as defined in claim 11, further causing 

2 the processor to operate so as to: 

3 insert a first quantity of information adjacent to 

4 a top of the stack in the storage device; and 

5 insertf a second quantity of information adjacent 

6 to a bottom of the stack in the storage device . 



1 A qpmputer system including a mechanism for 

2 detecting corruption associated with a stack in a storage 

3 device, the computer system comprising: 

4 a cfomputer readable storage medium; and 

5 computer programming stored on the storage medium; 

6 wherein the stored computer programming is configured to be 

7 readable fron the computer readable storage medium by one or 

8 more computers and thereby cause the one or more computers 

9 to operate 50 as to: 
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10 insert a duantity of information adjacent to 

11 the stack in the storage /device, the quantity of information 

12 having an initial state; and 

13 inspecty the quantity of information so as to 

14 identify any deviation from the initial state and thereby 

15 detect corruption associated with the stack in the storage 

16 device . / 

1 22. The computer system as defined in claim 21, wherein 

2 the initial state <pf the quantity of information represents 

3 a bit pattern. | 

1 23. The computer system as defined in claim 21, wherein 

2 the initial state pf the quantity of information represents 

3 a processor readable address. 

1 24. The computer system as defined in claim 21, wherein 

2 the initial state jof the quantity of information represents 

3 a processor readable instruction. 

1 25. The computer system as defined in claim 21, further 

2 causing the one pr more computers to operate so as to: 
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add data to A:he stack after inserting the quantity 

of information adjacent to the stack in the storage device. 
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